Comprehensive Law Enforcement Review:

The Importance of Technology in Policing
SUMMARY

Technology has become increasingly viewed by police and the public as important to many policing
functions. In a rapidly changing and complex technological landscape, police agencies and leaders need
to be able to identify, assess, and evaluate new technology for adoption and do so in ways that improve
their effectiveness, efficiency, and evolution without infringing on individual rights. Unfortunately,
technology use and acquisition can also have unintended consequences which may hinder its potential.
Moreover, new technology requires training, maintenance, and management, and agencies must also
use technology in ways that do not jeopardize their relationship with citizens.

The following summary focuses on 1) types of technologies used by law enforcement and their
effectiveness, 2) challenges faced by law enforcement in implementing new technologies, 3) issues
relating to governance, and 4) policies and privacy concerns.

1) CORE TECHNOLOGIES IN POLICING

Information technology

e Information technology (IT) is “the application of computers and telecommunications to store,

retrieve, transmit and manipulate data,”*

including record management systems (RMS), computer-
aided dispatch systems (CAD), databases, and mobile computer and data terminals. IT systems that
enable sharing of information across jurisdictions include the National Crime Information Center
(NCIC), the Law Enforcement National Data Exchange (N-DEXx), state fusion center systems, and
LINX.? The use of information technology systems has become widespread; for instance, of local
police departments serving populations of 25,000 or more, over 90 percent use in-field computers.>

e |Tis also being used to facilitate identification through fingerprints and DNA. Automated fingerprint
information systems (AFIS)* are searchable databases of digitized fingerprints, and the Combined
DNA Index System (CODIS)’ allows access to DNA profiles of convicted offenders and crime scenes.

e Studies assessing the effect of IT on policing have found mixed or contradictory results regarding the
benefits of IT for officer productivity, case clearances, proactive policing, community policing, and
problem solving, among other outcomes, though officers have generally been positive toward IT
improvements.® Although IT can be used beneficially in policing, it is important to ensure that
technical difficulties, time and resources to maintain systems, overambitious reporting
requirements, possible reduced interaction with citizens, and the lack of focus on strategic uses do
not overshadow these benefits.’

e Social media is used by law enforcement to solve and prevent crime, to interact with the community
(seeking or providing information), to recruit, and to inform and communicate with staff.® While
police use of social media may raise some privacy concerns, the key challenge is to find the time and



resources to process the vast amount of information available via social media and decide what is
relevant.

Analytic technology

e Analytic technology “involves the use of large amounts of data and modern technology—along with
a set of systematic methods and techniques that identify patterns and relationships between crime
data and other relevant information sources—to assist police in criminal apprehension, crime and
disorder reduction, crime prevention and evaluation.”’ Eighty-nine percent of agencies have
personnel responsible for conducting crime analysis.™

e A prominent analytic technology is predictive policing, which uses analytic techniques to make
statistical predictions that can “identify likely targets for police intervention.”*! Predictive policing is
not a substitute for traditional or community-based policing, and to be successful, it must have
sufficient support and resources.™ Other areas that have benefited from analytic technology include
hotspots policing, Compstat, investigative work, and problem-oriented policing tactics.™

e Research emphasizes that willingness to accept analytic technologies as part of strategic and tactical
planning is key. Possible obstacles to effective use of analytic technologies include lack of resources,
police culture, lack of training in proactivity or problem solving, and the low value placed on analysis
by officers.™ In some agencies, crime analysis is produced solely for police managers and short-term
planning.”

Communication technology

e Radio is the primary means of communication in law enforcement agencies, with many agencies
employing land mobile radio (LMR) technology, which enables police and sheriffs to have dedicated
channels for their own use, priority access to other channels, and one-to-many group capability.
LMR also gives law enforcement the ability to communicate device-to-device without a network
infrastructure.

e Interoperability is a challenge to the use of communication technology and may depend on
technology, policy, and spectrum use. Spectrum previously allocated for other purposes was
redesignated for public safety use in 2012 and, thanks to the development of governance structures,
is subject to spectrum planning and regional coordination.

e Inthe future, law enforcement communications will likely involve a combination of both LMR
technology and broadband technology. Congress has authorized development of a nationwide
public safety broadband network (FirstNet) that will use long term evolution (LTE).

Sensor and surveillance technology

o Some of the most influential and challenging policing technologies involve surveillance and sensory
systems.

e Closed circuit televisions (CCTV) serve as deterrents to potential criminal activity and can provide
law enforcement with real-time information. A recent review of the research on CCTVs found that



“CCTV has a modest but significant desirable effect on crime, is most effective in reducing crime in

car parks,” and “is most effective when targeted at vehicle crimes.”*®

e License plate readers (LPR) read vehicle license plates and compare these to a database of wanted
offenders or stolen vehicles. Experimental studies regarding LPRs have found mixed impacts of the
potential of LPR use to control or prevent crime.” Public support for LPRs has been found to vary
based on the types of LPR application.*®

e Body-worn cameras (BWC) are being adopted to improve evidence collection, strengthen officer
performance and accountability, enhance agency transparency, and investigate and resolve
complaints about officer-involved incidents. While the first randomized trial of BWCs found that
officer shifts that were recorded were found to have approximately half as many incidents of use of
force as those that were not recorded, similar studies did not find such significant results.”

e Unmanned aircraft systems (UAS) are increasing in popularity, although less is known about this
technology than about other forms of surveillance. Work is currently underway to develop a
guidebook for law enforcement use of UAS,? as well as an online database to capture flight-
operations data from the use of small UAS (sUAS) in order to promote and enhance research on
improving their safety and operational efficiency.?

Identification technology

o DNA analysis has become an increasingly common method of identification, most frequently used
for sex crimes and other violent crimes, and its application to property crimes is expanding.
Although limited, research suggests the use of DNA evidence helps police solve a large number of
crimes and improve the likelihood of conviction in those cases.? However, according to a recent
survey, “only 8 percent of local agencies have a local lab to conduct DNA testing, 88 percent send
evidence to state labs for testing, and the remaining use federal, private, or other types of labs.”?

e Backlogs of cases with untested forensic evidence result from limited financial resources and are an
obstacle to effective use of DNA analysis.** Furthermore, rape kits may not always be sent to a lab
for testing, which may be a result not only of financial constraints but also of policy.”

e With the development of new technology, both facial and iris scanning may soon be possible from
mobile devices.?® Facial recognition is controversial because it is one of the only biometrics that can

collect data without the knowledge of the subject.”
Other technologies

e Body armor is now used in many police agencies. The Bureau of Justice Statistics reports that in
2007, 75 percent of local police departments and 73 percent of sheriff’s departments required their
officers to wear body armor at least part of the time. The International Association of Chiefs of
Police (IACP)/DuPont Kevlar Survivors Club reports that more than 3,100 officers’ lives have been
saved by body armor since it was introduced into practice in 1975. Moreover, an officer who is not
wearing body armor is more than three times more likely to suffer a fatal injury if shot in the torso
than an officer who is wearing body armor.*

e Less-than-lethal technologies include conductive energy devices (CED) and oleoresin capsicum (OC)
spray (pepper spray), which have been found to reduce rates of both officer and civilian injury.?



With regard to effectiveness, in a study that compared seven law enforcement agencies that use
CEDs with six agencies that do not, researchers found a 70-percent decrease in officer injuries and a
40-percent decrease in suspect injures.30

2) CHALLENGES TO ACQUISITION, IMPLEMENTATION, AND USE

Combating cyber-crime

e Technology has opened the door for new areas of criminal activity, such as hacking and identity
theft. While it is generally recognized that cyber-attacks pose a serious threat to law enforcement
data systems, many agencies have not implemented strategies to mitigate that risk.*

e One major challenge to combating cyber-crime is jurisdiction. A cyber-crime that was perpetrated in
one jurisdiction might have been initiated in another or even internationally. Likewise, the
evidentiary data from a physical crime committed in one jurisdiction might be stored on a server in
another.

Selecting technology

e Decision making about technology requires assessing potential risks, consequences, and outcomes
of the acquisition and implementation of a given technology. In adopting a new technology, an
agency must develop a detailed business plan and assess the return of investment for each given
technology, as well as develop an understanding of potential risks of implementation.*” In selecting
a new technology, it is important that law enforcement agencies link the goals of the new
technology with their agency’s mission, style of policing, and the communities they serve.

e Law enforcement leaders may feel pressure to adopt new technologies from vendors, the public, or
other agencies. Agencies may also be facing a particular crisis that prompts them to adopt a
technology quickly without adequate time for review.*® Although the National Institute of Justice
funds studies in the impact of equipment and technology on policing, developing guides to assist
agencies in making technology decisions, it often can take several years to complete these guides.

e Agencies often are unprepared for the unintended consequences that may accompany the
acquisition of new technologies. Implementation of new technologies can cause disruptions to daily
routines, lack of buy-in, and lack of understanding of the purpose and appropriate uses of the
technologies. It also often raises questions regarding how the new technologies will impact the
officers expectations, discretion, decision making, and accountability.34

e While considering the direct acquisition costs, many agencies fail to account for some of the
ancillary costs associated with implementation. For instance, body-camera recording may yield a
large number of inquiries from the public, which may take unanticipated man hours and legal
counsel to address. Some agencies have mitigated some of these costs through cost sharing or
regionalization efforts with partnering agencies.

e Itis important that agencies establish the proper user and stakeholder input prior to the
implementation of new technologies. Many agencies establish a planning committee responsible for
the overall development of an acquisition plan with best planning committees incorporating



members from across the agency. Including all members of the agency encourages buy-in and helps
identify potential user issues.*

3) CRITICAL GOVERNANCE ISSUES

e Managing the challenges brought by the adoption of new technology requires a robust governance
structure that oversees the implementation plan, testing procedures, monitoring, training, technical
assistance, audits, and evaluations.

e Training must not only focus on how to use the technology but also remind officers that they cannot
rely on technology alone and neglect traditional police practices such as observation of their
surroundings. In addition to training, technical assistance is often required to assist with problems
and issues involved in technology implementation.

e Agencies should develop a reporting mechanism and procedure to regularly monitor how a given
technology is being used and ensure it is in compliance with all policies.

4) POLICIES AND PRIVACY

e |norder for technology to be successfully integrated into any agency, the proper policies and
procedures must be issued prior to implementation. For instance, relevant policy considerations
relating to BWCs include technology usage, data storage and retention, public access, and systems
security.

e Inimplementing new technologies, it is of utmost importance that the public’s privacy and civil
liberties be protected.®® When the public does not believe its privacy is being protected, a
breakdown in community trust can occur. Agencies should consider ways to involve the public in
discussions related to the protection of their privacy and civil liberties. With regard to BWCs,
consideration must be given incidents with juveniles, undercover work, responding to calls at
hospitals where Health Insurance Portability and Accountability Act (HIPAA) concerns are involved,
and entering private homes. For their own privacy, officers should be given clear guidance on when
they are permitted to turn off the camera.

e As noted earlier with the adoption of technology policies, stakeholder involvement is crucial in
developing privacy guidelines. A simple one-size-fits-all approach is not appropriate, and police
employees at all levels should be involved in discussions.

Conclusion

While technology is crucial to law enforcement, it is never a panacea. Its acquisition and use can have
unintended consequences for both the organization and the community it serves, which may limit its
potential. Considering the research behind core technologies and policies related to implementation
and community concerns, as well as governance and management, are essential parts of strategizing
about technology acquisition. Future areas of research should include an increased focus on the
effectiveness of technology, not just the efficiency. There is also a need for additional research on the
impacts of technology on crime control and prevention, as well as its effect on the police organization



itself. Other important topics for research are how technology improves or degrades citizen privacy and
civil liberties and how it affects the public’s attitudes toward the police and their perceptions of police
legitimacy.
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